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* “O mundo virtual dos computadores” i T

* “blocos de informacao a fluirem entre computadores ligados em
rede”

* Inclui: informacao, sistemas e redes de comunicacao

T

Livro: Neuromancer, William Gibson




O que e o Ciberespaco?

Nao ha uma definicao clara S

* “O mundo virtual dos computador ¢ | H |

* “blocos de informacao a fluiren. - je computadores ligados em
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Como vemos a Ciberseguranca

Ciberdefesa

v' Ciberterrorismo

v' Ciberbullying
v" Ciber “TUDO”




Dimensdes da ciberseguranca
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A importancia da Informacao

A convergéncia tecnologica tornou “tudo” digital




Theresa May v Brussels
The : Ten years on: banking after the crisis
 SLOL0) A0 00D EA M  South Korea's unfinished revolution

Biology, but without the cells

The world’'s most
valuable resource

Data and the new rules
of competition
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e Os dados estao a tornar-se um bem

fundamental das organizacdes
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A Internet das Coisas

loT (Internet of Things)



loT

Milhares de milhdes de “coisas” ligadas a Internet
* Em casa

* Na saude

* Mobilidade urbana




@flightradar24

LIVE AIR TRAFFIC

© Wolfgang Bauriedl

TP693 /7aps93

TAP Air Portugal 3D VIEW

LUXEMBOURG LISBON
CET (UTC +01:00) WET (UTC 00:00)

DEPARTURE ARRIVAL

SCHEDULED 19:00 SCHEDULED 20:45
ACTUAL 19:29 ESTIMATED 21:10

GREAT CIRCLE DISTANCE: 1,713 KM

1,684 KM ))_ 29 KM
02:34 AGO IN 00:05

TP693 - AVERAGE FLIGHT TIME: 02:19

More TP693 flights [/
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DIABETES

Lancado em Portugal medidor de glicose
para diabéticos sem picadas nos dedos

8/9/2016,12:46 (> 264 Q3

O aparelho mede 35 por 5 milimetros, € instalado na parte posterior do braco e tem uma
duracdo de 14 dias, medindo em permanéncia os niveis de glicose.
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DISCREET

Glucose readings with a painless 1 second scan even

through clothing.?

READ MORE
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CONVENIENT

A small sensor automatically measures and

continuously stores glucose readings day and

night.3

READ MORE




Internet das Coisas

e Sensores
e Atuadores

* Internet

* Cloud Computing




Sensores

O Mundo em gue vivemos é analogico

Magnitude
& o

 Microfone
e Conversor A/D

e Camara digital
* CCD




Os sensores no meu
Smartphone



‘ [ ]
SensorLab 0 :
Memory Usage: 2.04 Gb Signal: 125% Battery: 65%(33.2°C) Temp: N/A Humidity: N/A 2019-12-12 05:12:44
Accelerometer i Step Counter gl Network Usage
_ i B
s 52 0%
o‘al/ \s‘g
N/A
A
Light Meter Sound Level Speed: Okm/g v
Accuracyid
Altitude: 144m
T T R e W P FaCU|dade “\’u/‘/.: Arin ,;lw“;
de Letras da » % U
Univessidade
Gyroscope Magnetic Field Proximity Meter de'llisboa
N s S et Yo ﬁ,.w Frankle '
Google
wHA et b 1] T st ey T it -




Sensores

e S3o0 transdutores

* Ha sensores para “tudo”

e Baseiam-se em principios fisicos, quimicos ou hibridos

* Convertem grandezas do Mundo Fisico para o Mundo Digital



Os biosensores
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Pidrio ¢ Nolicias

Anadlises ao sangue podem detectar 8 tipos
cancros em estado precoce

O ADN e biomarcadores poderao ser usados para detetar e identificar cancros em estado precoce, inclusive cinco
especies para as quais nao existem hoje testes de diagnostico.

000O

TOPICOS
o Estudo
@ Sociedade

@ medicina

Relacionados

“Claus Azzalin com a equipa de
“investigadores

L' *Analises ao sangue podem detectar 8 tipos cancros em estado precoce

~

© Igor Martins-Global Imagens

‘[ ]’ m estudo publicado na revista de Science sugere que um novo tipo de analise ao
sangue podera identificar muitos tipos de cancro com bastante antecedéncia em
relagcao a verificagao de sintomas.

O novo tipo de analise toma em consideragao proteinas relacionadas com as diferentes
espécies de cancro e mutagdes do ADN detetaveis no sangue, tendo registado resultados
positivos em mais de 70% em oito dos casos mais comuns de cancro num universo de mil
doentes.

Os resultados do estudo sugerem que este tipo de analise poderia ser utilizada para a
detegao precoce de cancros, permitindo o tratamento em estadios iniciais da doenca. Isto &,
muito antes que os sintomas sejam identificados nos exames tradicionais.



¥y f N

15°C M/CLOUDY
TOKYO (4 p.m.)

MARKETS 108.75¥/$ {2 p.m.)
NEWS

OPINION LIFE

thejapantimes
NEWS

COMMUNITY CULTURE

SPORTS CITY GUIDE

NATIONAL ASIA PACIFIC

BUSINESS

WORLD REFERENCE COLUMNS

Toshiba says this device can detect 13 types of cancer from a single drop of blood with 99 percent accuracy. | TOSHIBA
CORP. /VIAKYCDO
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MULTIMEDIA CALENDAR 2019

WHAT'S TRENDING

1 Russia banned from Tokyo
Olympics and other major sports
events for four years

2 ‘Parasite singles’: Why young
Japanese aren’t getting married

3 U.S. backs out of UNSC meeting
on North Korea’s human rights

4 ‘Japan’s Infamous Unit 731":
Testament to the very worst of
human experimentation

5 No dating, no sex, no marriage,
no kids: South Korea's growing
feminist movement
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Episode 31: The youth climate
movement in Japan is doing
better than you think
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Toshiba says its device tests for 13 cancer types with 99% accuracy

from a single drop of blood

KYODO, JiJI

Toshiba Corp. has developed technology to detect 13 types of cancer from a
single drop of blood with 99 percent accuracy, the company announced
Monday.

Toshiba developed the diagnosis method together with the National Cancer
Center Research Institute and Tokyo Medical University, and hopes to
commercialize it in “several years” after starting a trial next year.

The method could be used to treat cancer in its early stage, it said.

The method is designed to examine the types and concentration of microRNA
molecules secreted in blood from cancer cells. Toray Industries Inc. and other
companies have also developed technologies to diagnose cancer using
microRNA molecules from a blood sample.

“Compared to other companies’ methods, we have an edge in the degree of

accuracy in cancer detection, the time required for detection and the cost,” Koji

Hashimoto, chief research scientist at Toshiba’s Frontier Research Laboratory,
told a press briefing.

The test will be used to detect gastric, esophageal, lung, liver, biliary tract,
pancreatic, bowel, ovarian, prostate, bladder and breast cancers as well as
sarcoma and glioma.

Toshiba has developed a chip and a small device that can conduct the
diagnosis in less than two hours. A blood test using it is expected to cost
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The system consists of strain gauges attached to the fingernail and a small computer that samples strain
values, collects accelerometer data and communicates with a smart watch.

In new research IBM team details a first-of-a-kind “fingernail sensor” prototype to help monitor human
health. The wearable, wireless device continuously measures how a person’s fingernail bends and moves,
which is a key indicator of grip strength.
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Home Assistants
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https://www.youtube.com/watch?v=0sXedJqlaWE

Amazon Alexa

https://www.youtube.com/watch?v=FQn6aFQwBQU
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X Jorpe Sinks

colaboradores da empresa tém acesso
a aplicagdo, que serve também para
registar os contratos, a lista de clicn-
tes do lagar. “Esti tudo centralizsdo e
acessivel, 0 que nos permitin ganhar
eficiéncia ¢ detalhe”, complementa
Jodo Cortez de Lobdo.

Esta parceria feliz com a PDMEFC abriu
caminho a voos, literalmente, mais al
tos. Eatraves da spin off da tecnologica
dedicada ao fabrico de drones come-
caram um projeto, com financiamento
europeu, de ulilizacdo destes veiculos
para supervisao da propriedade. O pri
meiro objetivo € monitorizar o mvel
de hidratacio no terreno. “A azeitona
¢ muite sensivel 3 dgua™, aponta Jodo
Cortez de Lobdo. Através de imagens
capladas por camarns mulli - espec
trais, a bordo do drone, sera possivel
identiticar falhas no abastecimento de
dgua, roturas na rede de rega, atagues
de animais. Com o método de vigilin
cia habitual, uima pessoa numa molto,
podem demorar duas semanas ate pas
sar na drea afetada. Com um drone, ¢
possivel programar uma missdo didria
de vigilineia a toda a exploracio. O
sistema de Inteligéncia Artificial que
faz parte do drone ¢ capaz de analisar
as imagens ¢ detetar qualquer alteragdo
no olival ou monitorizar a evolugdo de
parimetros peé-detinidos pelos produ
tores, *Conseguimos atingir uma pre
cisdo de dois centimetras™, avanga Lais

A cimara multi-espectral a borde
do drone, capta imagens em
diferentes comprimentos de onda

Miguel Campos, fundador da PDMEC,
Uma plataforma dedicada permite gerir
a atividade dos drones, armazenar as
imagens recolhidas ¢ enviadas através
deum maodem incorporado no veiculo,
processd - las ¢ interpretar os resultados

Praticamente todo o azeite produzdo
na Herdade Mariza da Graca tem como
destino a exportacio, em particular para
o mercado italiano. *Desde os tempos
do Imperio Romano que temos o melhor
dos azcites, o Lusitinia servia as clites
cm Roma. Hoje ganhamos os prémios
toxdos nos corscursos de aeite™, diz Cor
tez de Lobao. A nosso favor esta o ter
reno, os ares do Atlintico, o clima, que
permite a tal antecipagio das colheitas
cm duas semanas. E agora também a
modernizagio, que torm mais scessivel
um prochuto que antes 56 estava presente
nas cozinhas mais abastadas, m

destaveza27graus,e |
aeodownﬂﬁmh através de um processo da miwa.dob
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ECONOMIA
Depois da Internet das Coisas eis-nos perante
a Internet das Vacas

£ 0000

S3o vacas totalmente tecnoldégicas que emitem informacao em tempo real para o dono
da manada. Estao ligadas via wi-fi a base de dados do agricultor, que fica
imediatamente a saber se estao satisfeitas ou agitadas, doentes ou robustas, se
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O que é a identidade digital

E a nossa presenca no Mundo Digital

* Username/Password no Facebook * O nosso cartao Multibanco
* Username/Password no Instagram * O nosso cartao de cidadao
* Username/Password na Faculdade * A nossa identificacao para aceder a

 Username/Password no trabalho conta bancaria

* A nossa identificacao para ...
Lojas eletronicas

Plataformas de jogos

Netflix
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cybersecurity professionals.
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arme Russia for WRNFilter attack on chlorine plant

by Doug Clenick, Online Editor
'Fﬂl\lm

July 13, 2018

Ukrainian officials blame Russia for VPNFilter attack

on chlorine plant

0000000

The Ukrainian Secret Service is blaming Russian intelligence for an
attack it thwarted that was launched upon a chlorine distillation
plan in the Dnipropetrovsk region using VPMNFilter malware.

Ukrainian officials said if the attack had succeeded it could have
led to a breakdown of technological processes possibly leading to

a crash. Reportedly. the plan was to block the sustainable

RussiaHack

functioning of the overflow staticn, which provides liquid chlorine
that is used to clean water from water supply and sewerage enterprises throughout Ukraine.

f the attack had succeeded it could have caused a man-made disaster, the Ukrainian officials said

n June there were reports that Russia was planning an attack against Ukraine.

n an interview with Reuters, cyber police chief Serhiy Demedyuk accused Russia of installing
malicious backdoors on the systems of companies based in Ukraine, in preparation for a potential
cyber offensive. Targets reportedly include banks and energy infrastructure firms. “Analysis of the
malicicus software that has already been identified and the targeting of attacks on Ukraine suggest
that this is all being done for a specific day,” said Demedyuk, reportedly.

n May, researchers at Cisco Systems' Talos threat intelligence unit blamed Russian actors for infecting
millions of routers and Network Attached Storage devices with WPNFilter, a malware that can spy on
network traffic, exfiltrate data, and potentially brick systems and cut victims off from the internet. The
surreptiticus campaign especially focused on Ukrainian targets.

“Cansumer routers show up in very unexpected places at times, but critical infrastructure is certainly
the last place I'd expect to find them. Due to the lack of details provided by the Ukranian Secret
Service, it is not possible to know which devices may have been compromised with VPMFilter malware

ang-whak the sed forde & amt s s thatthe infected systems were routers in

r that the plant may have had some

Get the insider track
on the latest' developments
with.SC-Media
il In and receive

special Linkedin notices, announcemaents
" and iwitations.

Join us here and be part of one of the
miost unkue cyber security professlonals.

READ ON SC

1- Unauthorized party
accesses Macys.com and
Bloomingdales.com customer
accounts

2- Dark Web shops selling
RDP connections on the cheap

3- Blizzard DoS attack
affected Overwatch, Heroes of
the Storm, World of Warcraft

4- Cybercriminals take the
day off to watch the World
Cup

5- Timehop deactivates 21
million user accounts after
hackers steal access keys,
other data

GET SC MEDIA
DELIVERED TO YOUR
INBOX

‘Whitepaper of the Day
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CIBERATAQUES
Renault foi afetada e
fabricas obrigadas a parar

producao

13 DE MAIO DE 2017 - 09:50

Algumas unidades de producao do
grupo automaovel Renault pararam hoje
em Franca devido ao ciberataque
mundial, que afetou a empresa,
segundo fonte da direcao do grupo.

p  OUVIREMISSAO f ¥



Deloitte

-Q
Tk
Nick Hopkins

Monday 25 September
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theguardian

Deloitte hit by cyber-attack revealing
clients’ secret emails

Exclusive: hackers may have accessed usernames, passwords and personal
details of top accountancy firm's blue-chip clients
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Deloitte provides auditing, tax consultancy and cybersecurity advice to banks, multinational companies and
government agencies. Photograph: Alamy Stock Photo
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SC Media US > News > Malware > Report: In a U.S. first, jackpotting attacks are forcing ATMs to 'make it rain’

by Bradley Barth, Senior Reporter

January 29, 2018

a U.S. first, Jae
to 'make it rain’

potting attacks are forcing

Organized criminals are physically accessing ATM machines and
infecting them with malware that makes them spit out cash, in
what reports are calling the first-ever confirmed case of
"jackpotting” attacks in the U.S.

Security analyst and blogger Brian Krebs reported on Jan. 27 that
the U.S. Secret Service has been discretely warning financial
institutions about the operation, which began almost two weeks

Report: In a U.S. first, jackpotting attacks
are forcing ATMs to 'make it rain’

ago and leverages a sophisticated malware program called
Ploutus.D, which allows actors to empty ATMs by using either an attached keyboard or SMS
messaging.

So far, the attackers have reportedly focused on standalone terminals installed in various retail and
drive-through ATM locations. Meanwhile, the malware itself targets machines from Cincinnati, Ohio
based manufacturer Diebold-Nixdorf -- specifically its front-loading Opteva series 500 and 700
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SERVERLESS COMPUTING
IBM bans all removable storage, for all LONDON

staff, everywhere

Risk of ‘financial and reputational damage’ is too
high, says CISO

By Simon Sharwood, APAC Editor 10 May 2018 at 05:01 194 ) SHARE VY 12-.14 NOV 2013

-

CALL FOR PAPERS

\
\

IBM has banned its staff from using removable storage devices.

In an advisory to employees, IBM global chief information security officer
Shamla Naidoo said the company “is expanding the practice of prohibiting
data transfer to all removable portable storage devices (eg: USB, SD
card, flash drive).”

The advisory stated some pockets of IBM have had this policy for a while,
but “over the next few weeks we are implementing this policy worldwide.”

Big Biue’s doing this because “the possible financial and reputational Most read

damage from mlsp[af:ed, Ios} or misused removable portable storage wm—  Hacking train Wi-Fi may

devices must be minimised. m expose passenger data
\ and control systems

IBMers are advised to use Big Blue’s preferred sync ‘'n’ share service to
move data around. SRl AWS won serverless —
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CEO da Apple alerta que algoritmos
podem levar a sociedade a catastrofe




Preparem-se para um
Mundo ...



Interessante ...



... mas desafiante!
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